user requirements and technological challenges for Smart Grid is important to deliver competitive and visionary products and services, and thus to shape the direction of research and development. Since Smart Grid is still in the formation stage with many stakeholders, we should quickly develop consensual and pragmatic international standards and strategies. Our goal is to assess the feasibility of proposed Smart Grid requirements, formulated as 16 generic use-cases by an EU working group, and to identify attitudes, products, services and future technologies. Subsequently, we want to provide information on identified gaps between technologies, functionalities and stakeholders` views, and future direction. We have designed and carried out an initial industrial survey in Norway on how generic use-cases for Smart Grid activities are interpreted by 6 representative stakeholders in the Norwegian energy sector. To achieve this goal, we designed a survey with metrics built on and around these use-cases. Our results showed that the users' work experience and views on the functionality expressed in the usecases revealed a gap in focus and culture. Also, there was no agreement on what the term "Smart Grid" stood for. In addition, the relevance of Smart Grid functionalities is shown to vary over time and with different stakeholders. The prestudy results indicated that there is potential for using information from future data collected from over 270 actors to bridge gaps and focus on Smart Grid research and development.
INTRODUCTION
This position paper discusses a recent survey that aims to provide information about the current and future relevance of Smart Grid functionalities and correlate it to the present and future services, technology, products and markets of Smart Grid in the Norwegian energy sector.
The traditional power system is becoming inadequate to meet the future energy challenges [1] because of growing demand for more flexible grid services, both to tailor end user support, to reduce peak loads and to integrate different energy sources. Some reasons for this inadequacy are that the current grid: (1) Is centralized, (2) has limited trans-border interconnections, (3) operates with different regulatory and commercial frameworks, (4) is technically optimized for regional power adequacy and (5) suffers from old technology. The Smart Grid is thus envisioned as a flexible and robust power system of the future. Among different existing definitions of Smart Grid (EU, NIST, EPRI) [1, 2, 3] , a common point of agreement is that Smart Grid represent the injection of Information, Communication and Technology (ICT) infrastructure to the electricity grid to allow for bi-directional flow of energy and information. These will make way for new, adaptable and efficient services, technology, applications and markets for the energy sector (see Fig. 1 
below).
Smart Grid is still in the formation stage, and represents a shift from relatively closed grid to a more complex and highly interconnected systems. It thus faces practical challenges from the many requirements that are needed to fulfill its vision. Most important are (NIST, NISTIR, EU WGSP) [2, 4, 5] : (1) The development of standards and (2) The development of cyber security strategy. Standards will allow for exchange of data and information among the heterogeneous systems and facilitate interoperability among the diverse Smart Grid stakeholders. Cyber security strategy is important to allow Smart Grid stakeholder address the whole range of security risk and threats they might be facing with the Smart Grid.
To approach these challenges, governmental and regulatory bodies (EPRI, NISTIR, EU WGSP) have adopted use cases to describe the requirements for standards and cyber security for the Smart Grid. The use-cases should be collected from all representatives of Smart Grid stakeholders to include the objectives and practical experience of the stakeholders` sectors as well as information about the general relevance of such use-cases now and in the future. Also, it is important to address the level of comprehension of the use cases from industrial actors. In addition, information from industrial actors regarding future technological trend will similarly be important to focus for research and development.
The rest of the paper is organized as follows; Section II presents the generic use cases adapted for the survey, while the goal and research questions to be answered by the survey are discussed in section III. In section IV, we explained the design of the survey and the various metrics used. Our preliminary results from the trial run are presented in section V. Section VI examined the industrial challenges and discussed the implication of the present and Figure 1 . NIST Smart Grid conceptual model [1] future findings of this work for research. Lastly, ideas for future work are described in section VII and conclusion is given in section VIII.
II. GENERIC USE CASES FOR THE SURVEY
The Working Group Sustainable Processes has been mandated with the collection, management, storing, analysis and harmonization of Smart Grid use cases [5] . A draft report, which is made available to the Smart Grid coordination group, contains initial collection of use cases from different Smart Grid stakeholders. These use cases are classified into generic use cases and also categorized under different domains. Interested readers are referred to the initial draft report [5] . The list below presents the categorized domains of the generic use cases shown in Fig. 3 of section V. These lists are taken from the draft report and used in our survey.
• Transmission Grid Management
III. GOAL OF THE SURVEY
The survey presented in this paper, aims at measuring the current trend in technology, products, services and markets For this survey, we adapted the GQM approach [6] for our design. GQM is an acronym for Goal, Question and Metric. The goal represents the conceptual level; the question represents the operational level and the metric denotes the quantitative level. We have defined a high-level research goal and a set of related questions for the goal as stated in section III. Finally, we have defined a set of metrics for each question in order to answer it quantitatively (see Fig. 2 ). The survey contains nine questions with focus on business activities, generic use cases and their relevance, products, services, technologies and markets. We include three metrics to capture the categories of the respondents so as to obtain a fair representation of the industry. The proliferation of smart appliances, utility devices, and devices from other entities throughout the Smart Grid, on both sides of the meter, means an increase in the number of devices that may generate data. The privacy risks presented by these smart appliances and devices on the consumer side of the meter are expanded when these appliances and devices transmit data outside of the home area network (HAN) or energy management system (EMS) and do not have documented security requirements, effectively extending the perimeter of the system beyond the walls of the premises.
Data may also be collected from plug-in electric vehicles (PEVs). Charging data may be used to track the travel times and locations for the PEV owners.
CONSUMER-TO-UTILITY PRIVACY IMPACT ASSESSMENT
A PIA is a comprehensive process for determining the privacy, confidentiality, and security risks associated with the collection, use, and disclosure of personal information. PIAs also define the measures that may be used to mitigate and, wherever possible, eliminate the identified risks. The Smart Grid PIA activity provides a structured, repeatable type of analysis aimed at determining how collected data can reveal personal information about individuals or groups of individuals, and the focus of the PIA can be on a segment within the grid or the grid as a whole. Privacy risks Figure 2 . Goal, questions and metrics for the survey Similar to the actors described in the NIST conceptual model (Fig. 1 above) , the Norwegian energy stakeholders mainly are comprised of: 1. The utility that is mainly owned by the public (municipalities) and combines such domain as generation, substation and distribution. 
V. PRE-STUDY RESULT FROM TRIAL SURVEY
A preliminary result of the trial survey is presented below: Table 1 presents the demography of the survey respondents and it is categorized to reflect the smart grid domains that the various respondents belong and the size of their companies. Figure 3 shows the present and future relevance of smart grid functionalities expressed as 16 use cases. The figure shows the variation of the relevance of the functionalities over time. The time perspective is captured with the keywords "Now" and "Future" while the relevance or importance of the functionalities is captured using the scale "Low", "Medium" and "High". Thus, the plots in this figure revealed for each functionality, how relevant it is at the moment and how relevant it would be in the future. For instance, the above plots showed that 1. The present relevance of functionalities and requirements described by the use cases: "Microgrid", "Electric vehicle recharge possibility", "EV charge infrastructure management system" and "Auto registration" is low. 2. The present relevance of functionalities and requirements described by the use case: "Fault localization, isolation & System Restoration" is relatively high. 3. The future relevance of functionalities and requirements described by the use case: "Forecasting" will be moderate.
VI. INDUSTRIAL CHALLENGES AND IMPLICATIONS FOR RESEARCH
Although, the initial use cases we adopted for this survey were collated from different stakeholders including industrial actors, yet, we found out that the reality regarding comprehensibility of the use-case terms is somewhat different. Locating the right respondent who is well informed regarding the emerging Smart Grid requirements and business was difficult. This problem somewhat represent one of the use-case pitfalls as mentioned by Lilly [7] . That is, "the customer does not understand the use cases". As useful as use cases are for requirement elicitation [8] , proper understanding of the use cases by all responsible stakeholders is important. Another challenge that is associated with the comprehensibility of the questions (including the use-cases) is the limited amount of information provided on the survey. The assumption is that the respondents should be familiar with these concepts. However, this is not the case, as post review questions that we asked indicated lack of such understanding.
The results of the survey could have important impacts on research and development. For instance, we can ask "which Smart Grid products and services are already in the market?" and "Are there unified security strategy and interoperability standards in place for these products?" A strong challenge for a negative response to this query is that the vision of fulfilling the Smart Grid goals might be hampered as discussed in [9] [10] [11] . That is, the achievement of a common, unified and standards-driven grid communications architecture. Thus, a consideration and speedy implementation of consensus-based standards in this direction by mandated bodies will be of importance.
In addition, sorting out the relevance of Smart Grid requirements and functionalities that are described by the generic use cases along a time-scale (now and future) can similarly shape the direction of research and development. For example, we can sort the functionalities and requirements based on the different stakeholders and use it to understand what is important to the distinctive stakeholders at a point in time. This knowledge can aid in the identification of existing gaps among the respective stakeholders and thus, provide opportunity for developing approaches to bridge and mitigate them.
VII. FUTURE WORK
Currently, the survey is being modified to improve its comprehensibility for a much larger audience of respondents. The Smart Grid as an emerging power system needs a concerted effort to provide relevant information that is necessary to avoid both present and future pitfalls. Hence, the target of our final survey is the total of: 1. Approximately 270 energy companies in the Norwegian energy sector that are involved with the generation, distribution and trading of electricity in Norway. These members have been identified through Energy Norway 1 2. Software and Hardware vendors that are involved with the development of software, hardware and services for the whole value chain (production to billing) 3. Regulators 4. Research institutions that are involved with Smart Grid projects in Norway.
1 http://www.energinorge.no/english/ The data from the survey will complement effort in bridging gaps, developing suitable approaches and providing useful information for Smart Grid actors and stakeholders.
VIII. CONCLUSIONS
This position paper has discussed trial survey on the present Smart Grid activities in Norway and its relevance to research and development. An important lesson is that few industrial actors have useful knowledge about the Smart Grid subject and therefore, useful data can only be collected through the right contact to the Smart Grid resource person. Hence, it is important to emphasize the need for such resource person to the stakeholder. In addition, we also realized that the generic use case descriptions should be clear to the respondents, otherwise, it can create comprehensibility gap, which is a threat to the validity of our work.
We have discussed in this paper the industrial challenges with the understanding of the use cases. We also presented a trial result conducted with six industrial actors and finally showed that the survey has the potential to provide relevant data and information that can aid the direction of research and development both for now and future.
